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Internet of Thieves
Evolving Nature of Cyber-Threats in Payment Systems
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The Internet of Things is here

2

SAFETY AND SECURITY IS MORE CRITICAL THAN EVER

Blurring the  
physical and  

digitalboundaries

Enriching  
Lives

Powering
payments
everywhere

Enabling  
Opportunities

Revolutionizing  
digital commerce  
across industries

Removing  
Barriers

Increasing  
connectivity and  
changing lives

Across the  
Globe
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Technology is changing how we shop

MagStripe

EMV

NFC

Mail Order

MobileNFC

Card on FilePayments

Web Payments

MobileWallets

“Internet ofThings”

Physical Digital
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This is a bigopportunity,  
but i t  creates  
vulnerability

* Gartner **JuniperResearch

t
30bn*

7.0bn
PEOPLE ON  
THE PLANET

4.9bn
CONNECTED  
THINGS INUSE  

IN 2016

CONNECTED  
DEVICES BY  

2020

$2.1tn**
COST OF BREACHES  

THROUGH DIGITISATION  
OF CONSUMERS AND  

ENTERPRISE
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Exposure to the risks of fraud increase

2.3X
share of fraud  
vs share of

total transactions

EMV reduces fraud

Physical Digital

900m
Identities exposed in  

last two years
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Safe payments traditionally sacrificedsimplicity

Safe Simple
Detect riskand  

preventfraud
Intuitive and  
relevant solutions

Innovation will
enable both to
bedelivered
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To unlock the IoT, the following 3 conditions need to bemet

IoT progress needs consumeradoption

Data source :igniting growth in consumer Technology :Accenture

Their underlying concerns around
security and trust must be addressed

The experience needs to be better than what they have

The propositions need to be relevant for the target audience

Strong security and privacy measures will encourage  
consumers to adopt digital payments

IoT

IoP
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The IoT only works if we  
ensure trust

CONSUMERS
trust companies  

that act responsibly

DEVICES
and applications are from  

a trusted source

COMPANIES
work with partners to  
maintain reputation

TRUST
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Taking a layered approach to payment security

IoT
Prevent attacks

Securing the account

Securing the cardholder

SecurIinogDtPheetetcrtafnrsaaucdtion
Enhance experience

Improving the  
customer experience

IoP

IoT
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Taking a layered approach to payment security

Prevent attacks

Detect fraud

Enhance experience

Network  
wide

Individual  
transaction

EMV
M/Chip  
MDES

Identity Check  
SecureCode

SafetyNet  
Stand in

EMS
Decision  

Intelligence

Zero Liability  
Digisec Lab

IQ series  
Location alerts

Securing the account

Securing the cardholder

Securing the transaction

Improving the  
customer experience
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The physical to digital  
space evolution is  
creating a conundrum in  
fraud management.

D I G I T  A LP H Y S  I C A L

96%
Approval

83%
Approval

0.5%
F raud

0.1%
F raud

U.S. issuers falselydeclined
$118 B in transactions in  

2014—13X
the amount of actual fraud1

$9B
ACTUAL FRAUD

$ 118B
FALSE  

DECLINES

1. Javelin Advisory Services, Future Proofing Card Authorization: August 2015..  
Physical/Digital Approval & Fraud Rates: MasterCard Data Warehouse, 2015
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1. Javelin, Overcoming False Positives, September 2015.
2.All declined cardholders. Javelin, Future Proofing Card Authorization, August2015.
3.MasterCard Advisors, Security Matters, “How Much Does a Declined Transaction Intended to  

Prevent Fraud Really Cost?,” 2014. Impact on individual issuer portfolios may vary.
4.MasterCard analysis of issuer portfolio, July–September, 2014. “05” Do not Honor declines only.

decreased their cardusage2

4 out of10
Consider abandoning their
card2

32%
stopped shopping with retailer1

25%
1 in 6
of all U.S.  
cardholders  
experienced at  
least onedecline  
because of  
suspected fraud  
in 20141

12

…and once a transaction  
is mistakenly declined,  
the impact can be seen  
on cardholder usage and  
spend

–11%
GDV falls11%
over 3months3



Thank you!


